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Abstract

The Degree of Criminal Protection Of Information that is 

Technically Processed via Computer and the Internet: 

Acomparative Study 

 

Prepared by 

Monther Abd Al-Razaq Mesleh Al-Amaireh  

Supervised by 

Dr. Rana Ibrahim Al-Otoor 

This study tackled the Degree of Criminal Protection of data, which is 

technically processed and stored in the computer or which circulated 

at the moving stage through the Internet, from data crimes risk 

committed by technical means which cause data offensive, the aim is 

to determine the adequacy of Jordanian legislation in treating the 

developed crimes and protect technically processed information 

which always replace these crimes, and to determine the need to 

special legal texts to treat this topic, specially under the inadequate 

texts of usual penalties related to these crimes. Such legal texts have 

been issued on the basis of protecting the sensible physical capital of 

physical nature, and dealing with criminal behavior which belongs to 

physical behaviors world. These legal acts could not protect the non-

material values  generated and presented in technically processed 

information. 

The researcher tackled this study in five chapters. The first chapter 

consists  the introduction and the study problem represented by 

developing the legislations concerning criminal protection for 

information committed via the computer and the internet, it also 

reports the adequacy of these legislations.   
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The researcher has also reviewed the elements of the problem and 

the importance of the study and its terms and aims, it also viewed 

the study determinants which restricted on comparing Jordan law 

and United States of America and some comparative legislations at 

some times. 

The second chapter deals with a scrap about the technical and 

professional  information system and then the electronic information, 

its denotations and legal nature. It was found that that the electronic 

data has aspecial significant nature different from the physical nature 

of protective capital under the provision of traditional penalty. The 

researcher also tackled the definition of cyber-crime, its 

characteristics and the information offender. At the end of this 

chapter, the researcher viewed the international community efforts in 

compacting the crimes of computer and internet.  

In the third chapter, the researcher tackled the criminal protection for 

technically processed information in terms of the texts restricted for 

money crimes. Then, the researcher explored briefly theft, destruction 

and hindering information system work crime for its interfering with 

information destruction crime then fraud information crime. The 

researcher viewed that traditional penalty law cannot protect the 

cyber crimes by criminal protection. 
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The fourth chapter is about criminal protection of information from 

developed technical  crimes in the frame of electronic processing for 

data and the researcher examined the crimes which affect information 

privacy such as login and unauthorized staying at the information 

system. The researcher also discussed the crimes that affect the 

safety of information and data which was technically processed such 

as fraud then about the national interests of the states and the 

personal safety for individuals (breach of privacy). 

As for the fifth chapter, the researcher discussed the findings and 

investigations he found;  he wishes that the Jordanian legislator will 

take these findings  into account in attempt to develop the Jordanian 

criminal legitimates to  keep pace with tremendous development in 

information technology and its crimes. In the last chapter, the 

researcher viewed the references which contributed to support and 

light his way to do this  study. 
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(http://www.neuae.com/?p=25)

(htt//www.traidnt.net)

(http://www.ar.jurispedia.org.com)  

(http://www.omanlegal.journal.com)

(http://www.helmylawyers.maktoobblog.com)  

(http://www.gcc-legal.org.com)

 

http://www.ar.jurispedia.org.com/


www.manaraa.com

 

18 

 

(http://www.egy-law.com)

1article  on cyber crime 2001 (The Budapest International convention

1A)

(Use of Terms)

(http//convention.cone.Int/treaty/en/projectseybercrime.Httm1:page(1-17)) 

(Input)

(Data)(Output)

Data

(Information)

(Information system)

(Set of information component)

 

                                                 
(1) (Article 1-A "Computer System" Means any Device or a Group of Interconnected or 

Automatic Processing of Data). 
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(Process)(Input Data)(Program)

(Data Input)

 



www.manaraa.com

 

21 

 

(Information Output)

(Output Devices)

(Operator)Central processing 

Unit (C.P.U)Arithmetic Operations

Logaic Operations (Output 

Devices)PrintersStoorage Units

 

-  

Main memoryArithmetic and logic 

unitControl Unit

(CP.U)Central Processing Unit
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 Control Unit (CU) 

(CPU)

(registers)

- Input / Output Unit 

 Input Units 

KeyboardMouse(Scanner)Barcode scanner

(Touch Screen)

 Output Unit 

Monitor

PrinterPlotterComputer Output Microfilm (C.O.M)

- Storage Disk Drive

Floppy Disk DriveHard Disk

(Magnetice Tape)
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Applications Program/ Soft Ware
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(Modem)(Modem)

(Modem)

(TCP/IP)
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World Wide

 Electronic mail 

(Edwards, and Waelde, 

2000, P. 3) 

 File Transfer Protocol (FTP) 

(FTP)

  

 

 

Search Engine 

 



www.manaraa.com

 

28 

 

Electronic Mailing List 
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End Users
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Vinant
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(HACKERS)

(CRACKARS)
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(http/www.shabab20.net)
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(http/www.forum.biskra.com) 

 

 

(http/www.stocksexperts.net)
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(www.nasbcom.net/vb/showthread.php?t=7230.page=1)

http://www.nasbcom.net/vb/showthread.php?t=7230.page=1
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(Hosting Server) 

  (htp//www.shaimzatalla.com/vb/showthread.phb?t=7947)

(Compression Programs)
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Chapter II

(18 US Code)

The Patriot Act
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(http/www.shaimzatalla.com/vb/showthread.phb?t=7947)

www.shaimzatalla.com

 

http://www.shaimzatalla.com/
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(www.zinj.org/fourm/showthread.php?t=2821) 

 

http://www.zinj.org/fourm/showthread.php?t=2821
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)www.mst-oman.com/fourms/archive/index.php/t-331.html(

 

http://www.mst-oman.com/fourms/archive/index.php/t-331.html
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(Goldberg. 1989, P. 66-67)
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HACKERS

  

 

(www.kenanaonline.com/users/internet-safety/topics/.../143404)

 

http://www.kenanaonline.com/users/internet-safety/topics/.../143404
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(The Budapest Convention on Cyber Crimes) 

(Anthony Giddens)

(Runaway World)

(Anthony, G. 1999, The Title)
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18 U.S.C.$ 2314
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(2) Article 18u.s.c.$ 2314 of NSPA of 1994 

Sec. 2314. Transportation of stolen goods, securities, moneys, fraudulent State tax 

stamps, or articles used in counterfeiting 

Whoever transports, transmits, or transfers in interstate or foreign commerce any goods, 

wares, merchandise, securities or money, of the value of $5,000 or more, knowing the 

same to have been stolen, converted or taken by fraud; or 

Whoever, having devised or intending to devise any scheme or artifice to defraud, or for 

obtaining money or property by means of false or fraudulent pretenses, representations, 

or promises, transports or causes to be transported, or induces any person or persons to 

travel in, or to be transported in interstate or foreign commerce in the execution or 

concealment of a scheme or artifice to defraud that person or those persons of money or 

property having a value of $5,000 or more; or 

Whoever, with unlawful or fraudulent intent, transports in interstate or foreign 

commerce any falsely made, forged, altered, or counterfeited securities or tax stamps, 

knowing the same to have been falsely made, forged, altered, or counterfeited; or 

Whoever, with unlawful or fraudulent intent, transports in interstate or foreign 

commerce any traveler’s check bearing a forged countersignature; or 

Whoever, with unlawful or fraudulent intent, transports in interstate or foreign 

commerce, any tool, implement, or thing used or fitted to be used in falsely making, 

forging, altering, or counterfeiting any security or tax stamps, or any part thereof— 

Shall be fined under this title or imprisoned not more than ten years, or both. 

This section shall not apply to any falsely made, forged, altered, counterfeited or 

spurious representation of an obligation or other security of the United States, or of an 

obligation, bond, certificate, security, treasury note, bill, promise to pay or bank note 

issued by any foreign government. This section also shall not apply to any falsely made, 

forged, altered, counterfeited, or spurious representation of any bank note or bill issued 

by a bank or corporation of any foreign country which is intended by the laws or usage 

of such country to circulate as money. 
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(Icove and Vonstorch, 1995, 

p. 209)

"USV. Girard"

3

                                                 
هناك أحكام قضااية  كيةة  اارة  ن  ححاكم لولايةا  لوحححر  لمحةةكة  كان  قر حلاعت  ي  حتةة  لوحا    (3)

بحةث ةشح  ك  ش ء ذل قةح ، لاهذل لمحة ريع لوترةر ح  لولايةا  إوى لوحلاعع ي  حتةة  لمحلال  لوح  ةحك  أ  
وحتللاحا  لالوبةانا  لوحتاوج  آوةاً، لابةلحج حكلا  ححلًا وجةةح  لوعاةق ، بحةث حشاح  لونبضا  لكوكحةلانة ، لال  
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 A 

4.

A

5

                                                 

لوحاعب للآو ، لالوخرحا  لوح  ةقرحها لوحاعب للآو ، لاك  ش ء وه قةح  ةحا  بنظم ألا شبكا  لوحاعب للآو . 
 لاحا بترها(. 146، 2115حشاة إوةه ورى )قلاة ، 

(4) Article 1101/A chapter (11) of US Copyright l 

aw,December,2011 

§ 1101 · Unauthorized fixation and trafficking in sound recordings 

and music videos 

(a) Unauthorized Acts.—Anyone who, without the consent of the performer 

or performers involved— 

(1) fixes the sounds or sounds and images of a live musical performance 

in a copy or phonorecord, or reproduces copies or phonorecords of such aperformance 

from an unauthorized fixation, 

(2) transmits or otherwise communicates to the public the sounds or sounds and images 

of a live musical performance, or 

(3) distributes or offers to distribute, sells or offers to sell, rents or offers to rent, or 

traffics in any copy or phonorecord fixed as described in paragraph (1), 

regardless of whether the fixations occurred in the United States, 

shall be subject to the remedies provided in sections 502 through 505, to the same 

extent as an infringer of copyright. 

 
(5) Article 506/A/1 chapter 5 of US Copyright of 2011 

§ 506 · Criminal offenses6 

(a) Criminal Infringement.— 

(1) In general.—Any person who willfully infringes a copyright shall be 

punished as provided under section 2319 of title 18, if the infringement was 

committed— 
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. www.copyright.gov/title 17/92( 

apph.pdf)

a

 

1602/A/1. 

  

 6. 

(c)

. 

1030/A/4 

7. 

                                                 
(6) Article 1030/A/2 of CFAA 

(2) intentionally accesses a computer without authorization or exceeds authorized 

access, and thereby obtains—  

(A) information contained in a financial record of a financial institution, or of a card 

issuer as defined in section 1602 (n)  [1] of title 15, or contained in a file of a consumer 

reporting agency on a consumer, as such terms are defined in the Fair Credit Reporting 

Act (15 U.S.C. 1681 et seq.);  

(B) information from any department or agency of the United States; or  

(C) information from any protected computer 
(7) Article 1030/A/4 of CFAA : (4) knowingly and with intent to defraud, accesses a 

protected computer without authorization, or exceeds authorized access, and by means of 

such conduct furthers the intended fraud and obtains anything of value, unless the object 

of the fraud and the thing obtained consists only of the use of the computer and the value 

of such use is not more than $5,000 in any 1-year period 

http://www.copyright.gov/title%2017/92
http://www.law.cornell.edu/uscode/text/15/1602
http://www.law.cornell.edu/uscode/text/15/usc_sec_15_00001602----000-#n
http://www.law.cornell.edu/uscode/text/18/1030#FN-1
http://www.law.cornell.edu/uscode/text/15
http://www.law.cornell.edu/uscode/text/15
http://www.law.cornell.edu/uscode/text/15/1681
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(Wiley,J, 1986, 

p. 55)
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(http://www.Kenanaoline.com)  

(http://www.aladel.gov.ly/main/modules/sections/item.php?itemid=68) 

(http://www.gcc-legal.org.com) 

(http://www.omanlegal.net)
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(Viruses)
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(Hacking)
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(Fun Love)
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(Worm Software)

(Links)

(Oprating System)
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(Internet --- warm)
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8

1030/C/A

9

 

                                                 
(8) Article 1030/A/3 of US Fedral law of 1984 

 (3) intentionally, without authorization to access any nonpublic computer of a 

department or agency of the United States, accesses such a computer of that department 

or agency that is exclusively for the use of the Government of the United States or, in 

the case of a computer not exclusively for such use, is used by or for the Government of 

the United States and such conduct affects that use by or for the Government of the 

United States;  

 
(9) Article 1030/C/A of US Fedral law of 1984 

(A) except as provided in subparagraph (B), a fine under this title or imprisonment for not 

more than one year, or both, in the case of an offense under subsection (a)(2), (a)(3), or 

(a)(6) of this section which does not occur after a conviction for another offense under 

this section, or an attempt to commit an offense punishable under this subparagraph 
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(Griffith, Ds, 1990, p 453)

(Icove, and Vonstorch, 1995, p 260) 

"The NII Protection 

Act"

/A 

1030/A(THE NII 

PROTECTION ACT 1996)

 

.

 

 

 10. 

                                                 
(10) Article 1030/A/5 of NII Protection Act of 1996 

(A) knowingly causes the transmission of a program, information, code, or command, 

and as a result of such conduct, intentionally causes damage without authorization, to a 

protected computer;  

(B) intentionally accesses a protected computer without authorization, and as a result of 

such conduct, recklessly causes damage; or  

(C) intentionally accesses a protected computer without authorization, and as a result of 

such conduct, causes damage 
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1030/E

11(http/www.law.cornell.edu/uscode/text/18/1030.) (Stephen, H,1997,379)

12

                                                 

 
(11) Article 1030/E/8 of NII Protection Act of 1996 

8) the term 'damage' means any impairment to the integrity or availability of data, a 

program, a system, or information, that  

(A) causes loss aggregating at least $5,000 in value during any 1year period to one or 

more individuals;  

(B) modifies or impairs, or potentially modifies or impairs, the medical examination, 

diagnosis, treatment, or care of one or more individuals;  

(C) causes physical injury to any person; or  

(D) threatens public health or safety; and 

 
(12)Article 1362 section 18 of us fedral law of 1994 

§1362. Communication lines, stations, or systems  

Whoever willfully or maliciously injures or destroys or attempts willfully or maliciously 

to injure or destroy any of the works, property, or material of any radio, telegraph, 

telephone or cable, line, station, or system, or other means of communication, operated 

or controlled by the United States, or used or intended to be used for military or civil 

defense functions of the United States, whether constructed or in process of 

construction, or willfully or maliciously interferes in any way with the working or use 

of any such line, or system, or willfully or maliciously obstructs, hinders, or delays the 

transmission of any communication over any such line, or system, shall be fined under 

this title or imprisoned not more than ten years, or both.  
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- 

 

                                                 

In the case of any works, property, or material, not operated or controlled by the United 

States, this section shall not apply to any lawful strike activity, or other lawful concerted 

activities for the purposes of collective bargaining or other mutual aid and protection 

which do not injure or destroy any line or system used or intended to be used for the 

military or civil defense functions of the United States. 
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14

                                                 
(13) Article 323/2 Of (FCP)  

Le fait d'entraver ou de fausser le fonctionnement d'un système de traitement automatisé 

de données est puni de cinq ans d'emprisonnement et de 75000 euros d'amende. 

 
(14) Article 323/3 Of (FCP)  

Le fait d'introduire frauduleusement des données dans un système de traitement 

automatisé ou de supprimer ou de modifier frauduleusement les données qu'il contient 

est puni de cinq ans d'emprisonnement et de 75000 euros d'amende. 
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 . 

  

  

 15

                                                 
(15) Article 323/5 Of(FCP)  

Les personnes physiques coupables des délits prévus au présent chapitre encourent 

également les peines complémentaires suivantes :  

1° L'interdiction, pour une durée de cinq ans au plus, des droits civiques, civils et de 

famille, suivant les modalités de l'article 131-26 ;  

2° L'interdiction, pour une durée de cinq ans au plus, d'exercer une fonction publique ou 

d'exercer l'activité professionnelle ou sociale dans l'exercice de laquelle ou à l'occasion 

de laquelle l'infraction a été commise ;  

3° La confiscation de la chose qui a servi ou était destinée à commettre l'infraction ou 

de la chose qui en est le produit, à l'exception des objets susceptibles de restitution ;  

4° La fermeture, pour une durée de cinq ans au plus, des établissements ou de l'un ou de 

plusieurs des établissements de l'entreprise ayant servi à commettre les faits incriminés ;  

5° L'exclusion, pour une durée de cinq ans au plus, des marchés publics ;  

6° L'interdiction, pour une durée de cinq ans au plus, d'émettre des chèques autres que 

ceux qui permettent le retrait de fonds par le tireur auprès du tiré ou ceux qui sont 

certifiés ;  

7° L'affichage ou la diffusion de la décision prononcée dans les conditions prévues par 

l'article 131-35.  
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1030/A

 1030/A

17

                                                 
(16) Article 323/6 Of (FCP)  

Les personnes morales peuvent être déclarées responsables pénalement, dans les 

conditions prévues par l'article 121-2, des infractions définies au présent chapitre.  

Les peines encourues par les personnes morales sont :  

1° L'amende, suivant les modalités prévues par l'article 131-38 ;  

2° Les peines mentionnées à l'article 131-39.  

L'interdiction mentionnée au 2° de l'article 131-39 porte sur l'activité dans l'exercice ou 

à l'occasion de l'exercice de laquelle l'infraction a été commise 

 
(17)Article 1030/A/5 NII Protection 1996 
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1030/E

18

                                                 

(A) knowingly causes the transmission of a program, information, code, 

or command, and as a result of such conduct, intentionally causes 

damage without authorization, to a protected computer;  

(B) intentionally accesses a protected computer without authorization, 

and as a result of such conduct, recklessly causes damage; or  

(C) intentionally accesses a protected computer without authorization, 

and as a result of such conduct, causes damage 

 
(18) Article 1030/E/8 NII Protection 1996 

8) the term 'damage' means any impairment to the integrity or 

availability of data, a program, a system, or information, that  

(A) causes loss aggregating at least $5,000 in value during any 

1year period to one or more individuals;  

(B) modifies or impairs, or potentially modifies or impairs, the 

medical examination, diagnosis, treatment, or care of one or more 

individuals;  

(C) causes physical injury to any person; or  

(D) threatens public health or safety; and 
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(Audit Commission)

 

(Kunz and Wilson, 2004, P. 12)
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(Perru que)

  

(Microsoft)

(Trappe)
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(Chian letters)
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(Escrow House)

19

                                                 
 –لاح  حلالقع هذه لوحؤععا  لوحاوة  لوحخحا  بححاة  لوتحلاء لالعحلام لوبضايع لالوعلع لوح  حم شةليها هلا  (19)

(www.iescrou.com). 
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www.manaraa.com

 

151 

 

(Kunz 

and Wilson, 2004, P. 15)

 

(Neigeran letter Fraud)
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(Casey, 2004, P.1) 

18 

section 1341:Fraud and swindles-U.S.C.$ 1314 US code20

                                                 
(20) 18 U.S.C.$ 1343 fraud and swindles 

Whoever, having devised or intending to devise any scheme or artifice to defraud, or for 

obtaining money or property by means of false or fraudulent pretenses, representations, 

or promises, or to sell, dispose of, loan, exchange, alter, give away, distribute,supply, or 

furnish or procure for unlawful use any counterfeit or spurious coin, obligation, 

security, or other article, or anything represented to be or intimated or held out to be 

such counterfeit or spurious article, for the purpose of executing such scheme or artifice 

or attempting so to do, places in any post office or authorized depository for mail 

matter, any matter or thing whatever to be sent or delivered by the Postal Service, or 

deposits or causes to be deposited any matter or thing whatever to be sent or delivered 

by any private or commercial interstate carrier, or takes or receives therefrom, any such 

matter or thing, or knowingly causes to be delivered by mail or such carrier according to 

the direction thereon, or at the place at which it is directed to be delivered by the person 

to whom it is addressed, any such matter or thing, shall be fined under this title or 

imprisoned not more than 20 years, or both. If the violation affects a financial 
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section 1343: fraud by wire,radio, or television-U.S.C. $ 1343:us code18 21

(Icove and Vonstorch, 1995, P. 216) 

(CFAA)(Computer Fraud And Abuse Act).

A

22.

 

                                                 

institution, such person shall be fined not more than $1,000,000 or imprisoned not more 

than 30 years, or both. 

 
(21) 18 U.S.C. $ 1343 fraud by wire, radio, or television 

Whoever, having devised or intending to devise any scheme or artifice to defraud, or for 

obtaining money or property by means of false or fraudulent pretenses, representations, 

or promises, transmits or causes to be transmitted by means of wire, radio, or television 

communication in interstate or foreign commerce, any writings, signs, signals, pictures, 

or sounds for the purpose of executing such scheme or artifice, shall be fined under this 

title or imprisoned not more than 20 years, or both. If the violation affects a financial 

institution, such person shall be fined not more than $1,000,000 or imprisoned not more 

than 30 years, or both 
 

(22)Article 1030/A/4 CFAA of 1994 

 (4) knowingly and with intent to defraud, accesses a protected computer without authorization, 

or exceeds authorized access, and by means of such conduct furthers the intended fraud and 

obtains anything of value, unless the object of the fraud and the thing obtained consists only of 

the use of the computer and the value of such use is not more than $5,000 in any 1-year period;  
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 (Doyle, 2008, p. 61)

18U.S.C.$ 371;Conspiracy to commit offence or to defraud United States

23 

 

                                                 
(23) 18 U.S.C.$ 371  Conspiracy to commit offense or to defraud United States. 

If two or more persons conspire either to commit any offense against the United States, 

or to defraud the United States, or any agency thereof in any manner or for any purpose, 

and one or more of such persons do any act to effect the object of the conspiracy, each 

shall be fined under this title or imprisoned not more than five years, or both.  

If, however, the offense, the commission of which is the object of the conspiracy, is a 

misdemeanor only, the punishment for such conspiracy shall not exceed the maximum 

punishment provided for such misdemeanor. 
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(24) Article 323/1 Of (FCP)  

Le fait d'accéder ou de se maintenir, frauduleusement, dans tout ou partie d'un système 

de traitement automatisé de données est puni de deux ans d'emprisonnement et de 30000 

euros d'amende.  

Lorsqu'il en est résulté soit la suppression ou la modification de données contenues dans 

le système, soit une altération du fonctionnement de ce système, la peine est de trois ans 

d'emprisonnement et de 45000 euros d'amende.  

 



www.manaraa.com

 

161 

 

25

26

                                                 
(25) Article 323/7 Of (FCP)  

La tentative des délits prévus par les articles 323-1 à 323-3-1 est punie des mêmes 

peines. 

 
(26) Article 323/6 Of (FCP) 

 Les personnes morales peuvent être déclarées responsables pénalement, dans les 

conditions prévues par l'article 121-2, des infractions définies au présent chapitre.  

Les peines encourues par les personnes morales sont :  

1° L'amende, suivant les modalités prévues par l'article 131-38 ;  

2° Les peines mentionnées à l'article 131-39.  

L'interdiction mentionnée au 2° de l'article 131-39 porte sur l'activité dans l'exercice ou 

à l'occasion de l'exercice de laquelle l'infraction a été commise 
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(Pass Word)
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Home Bag

(Modem)
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 .2111ح  لحفاقة  بلارلبع  وعن   ص لوحار  لوخاحع ن (27)

Each party shall adopt such legislative and other measures as may by necessary to 

establish as criminal offences under its domestic law, when committed intentionally, the 

serious hindering without right of the functioning of a computer system by inputting 

transmitting, damaging deleting. Deteriorating or suppressing computer data. 
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(http://ncsi-

net.ncsi.iisc.in/cybespace/law/responsibility/cybercrime/www.usdoj.

gov/criminal/cybercrime/NIPCadvi.htm.)

(E)

28

A 

(ECPA) 

A(C)

B.

B(A)

29

                                                 
(28) Article 1030/E/6 of NII Protection Act of 1996 
(6) the term “exceeds authorized access” means to access a computer with authorization and to use 

such access to obtain or alter information in the computer that the accesser is not entitled so to obtain 

or alter;  

 

 
(29) Article 2701/A and B of ECPA of 1986 

  (a) Offense.--Except as provided in subsection (c) of this section whoever– 
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 (1) intentionally accesses without authorization a facility through which an electronic 

communication service is provided;  or  

(2) intentionally exceeds an authorization to access that facility; and thereby obtains, 

alters, or prevents authorized access to a wire or electronic communication while it is in 

electronic storage in such system shall be punished as provided in subsection (b) of this 

section.   

(b) Punishment.--The punishment for an offense under subsection (a) of this section is–   

(1) if the offense is committed for purposes of commercial advantage, 

malicious destruction or damage, or private commercial gain--  

(A) a fine under this title or imprisonment for not more than one 

year, or both, in the case of a first offense under this 

subparagraph;  and  

(B) a fine under this title or imprisonment for not more than two 

years, or both, for any subsequent offense under this 

subparagraph;  and 
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 :2111لوياوي  ح  لحفاقة  بلارلبع  وعن   نص لوحار  (30)

Article 3- Illegal interception:  

Each party shall adopt such legislative and other measures as may be necessary to 

establish as criminal offences under its domestic law, when committed intentionally, the 

interception without right, made by technical means, of non-public transmission of 

computer data to, from a with in a computer system, including electromagnetic emissions 

from a computer system carrying such computer data. A party may require that the 

offence be committed with dishonest intent, or in relation to a computer system that is 

connected to another computer system. 
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(Denial of Service)

 



www.manaraa.com

 

181 

 

2701/A

(B)31

32

(http//floridalawfirm.com)

(Johnston, D and others, 1997, P. 91) 

33."  

                                                 
(31) Article 2701/A of ECPA of 1986 

(a) Offense.--Except as provided in subsection (c) of this section whoever–  

(1) intentionally accesses without authorization a facility through which 

an electronic communication service is provided;  or  

(2) intentionally exceeds an authorization to access that facility; and 

thereby obtains, alters, or prevents authorized access to a wire or 

electronic communication while it is in electronic storage in such system 

shall be punished as provided in subsection (b) of this section.   

 
(32) chapter 119 – wire and electronic communications international and interception of 

oral communications.  
 

(33) Article 2511/1 of ECPA of 1986 

Sec.  2511.  Interception  and  disclosure  of  wire,  oral,   or 

electronic communications prohibited 
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(a)

.

                                                 

 

    (1) Except as otherwise specifically provided in this chapter 

any person who - 

 

     (a)  intentionally intercepts, endeavors  to  intercept,  or 

procures  any other person to intercept or endeavor to intercept, 

any wire, oral, or electronic communication; 

 

           (b)  intentionally uses, endeavors to use, or procures 

any  other  person  to  use or endeavor to  use  any  electronic, 

mechanical,  or other device to intercept any oral  communication 

when - 
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34

 

                                                 
(34) Article 441/1 Of (FCP) 

Constitue un faux toute altération frauduleuse de la vérité, de nature à causer un 

préjudice et accomplie par quelque moyen que ce soit, dans un écrit ou tout autre 

support d'expression de la pensée qui a pour objet ou qui peut avoir pour effet d'établir 

la preuve d'un droit ou d'un fait ayant des conséquences juridiques. 
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(35) Article 7 of The Pudabest Convention Of Cybercrime 2001 

    Each Party shall adopt such legislative and other measures as may be necessary to 

establish as criminal offences under its domestic law, when committed intentionally and 

without right, the input, alteration, deletion, or suppression of computer data, resulting in 

inauthentic data with the intent that it be considered or acted upon for legal purposes as 

if it were authentic, regardless whether or not the data is directly readable and intelligible. 

A Party may require an intent to defraud, or similar dishonest intent, before criminal 

liability attaches 
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 8ةلجع ي  ذوك باولغ  لوفةنعاة  لوحذكة  لوحفعاةةة  يحفاقة  بلارلبعا  وحكايح  جةليم لوحاعب للآو  ي      (36)

 .2111نلايحبة عن  
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A37

(C)38

 

                                                 
(37) Article 1029/A/3 CFAA of 1984 

 (a) Whoever--  

(1) knowingly and with intent to defraud produces, uses, or traffics in one or more 

counterfeit access devices;  

(2) knowingly and with intent to defraud traffics in or uses one or more unauthorized 

access devices during any one-year period, and by such conduct obtains anything of 

value aggregating $1,000 or more during that period;  

(3) knowingly and with intent to defraud possesses fifteen or more devices which are 

counterfeit or unauthorized access devices;  

 

 
(38) Article 1029/C of CFAA of 1984 

 c) Penalties.--  

(1) Generally.--The punishment for an offense under subsection (a) of this section is.--  

   

 (A) in the case of an offense that does not occur after a conviction for another offense 

under this section.--  

   

(i) if the offense is under paragraph (1), (2), (3), (6), (7), or (10) of subsection (a), a fine 

under this title or imprisonment for not more than 10 years, or both;  and  

(ii) if the offense is under paragraph (4), (5), (8), or (9), of subsection (a), a fine under 

this title or imprisonment for not more than 15 years, or both;  
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506/A/1

39.

B,C,D

40

                                                 
 

(39) Article 506/A of US Copyright Act(a) Criminal Infringement.— 

(1) In general.—Any person who willfully infringes a copyright shall be 

punished as provided under section 2319 of title 18, if the infringement was 

committed— 

(A) for purposes of commercial advantage or private financial gain; 

(B) by the reproduction or distribution, including by electronic means, 

during any 180-day period, of 1 or more copies or phonorecords of 1 or 

more copyrighted works, which have a total retail value of more than 

$1,000; or 

(C) by the distribution of a work being prepared for commercial distribution, 

by making it available on a computer network accessible to members 

of the public, if such person knew or should have known that the work 

was intended for commercial distributio 

 

 
(40) 18 U.S.C.$ 2319 :US code- section 2319 :Criminal infringement of acopyright. 

(a) Any person who violates section 506(a) (relating to criminal offenses) of title 17 

shall be punished as provided in subsections (b), (c), and (d) and such penalties shall be 

in addition to any other provisions of title 17 or any other law. (b) Any person who 

commits an offense under section 506(a)(1)(A) of title 17 - 

(1) shall be imprisoned not more than 5 years, or fined in the amount set forth in this 

title, or both, if the offense consists of the reproduction or distribution, including by 

electronic means, during any 180-day period, of at least 10 copies or phonorecords, of 1 

or more copyrighted works, which have a total retail value of more than $2,500; 

(2) shall be imprisoned not more than 10 years, or fined in the amount set forth in this 

title, or both, if the offense is a second or subsequent offense under paragraph (1); and 

(3) shall be imprisoned not more than 1 year, or fined in the amount set forth in this 

title, or both, in any other case. 

(c) Any person who commits an offense under section 506(a)(1)(B) 

of title 17 - 
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(1) shall be imprisoned not more than 3 years, or fined in the amount set forth in this 

title, or both, if the offense consists of the reproduction or distribution of 10 or more 

copies or phonorecords of 1 or more copyrighted works, which have a total retail value 

of $2,500 or more; 

(2) shall be imprisoned not more than 6 years, or fined in the amount set forth in this 

title, or both, if the offense is a second or subsequent offense under paragraph (1); and 

(3) shall be imprisoned not more than 1 year, or fined in the amount set forth in this 

title, or both, if the offense consists of the reproduction or distribution of 1 or more 

copies or phonorecords of 1 or more copyrighted works, which have a total retail value 

of more than $1,000. 

(d) Any person who commits an offense under section 506(a)(1)(C) of title 17 - 

(1) shall be imprisoned not more than 3 years, fined under this title, or both; 

(2) shall be imprisoned not more than 5 years, fined under this title, or both, if the 

offense was committed for purposes of commercial advantage or private financial gain; 

(3) shall be imprisoned not more than 6 years, fined under this title, or both, if the 

offense is a second or subsequent offense; 

and 

(4) shall be imprisoned not more than 10 years, fined under this title, or both, if the 

offense is a second or subsequent offense under paragraph (2). (e)(1) During preparation 

of the presentence report pursuant to Rule 32(c) of the Federal Rules of Criminal 

Procedure, victims of the offense shall be permitted to submit, and the probation officer 

shall receive, a victim impact statement that identifies the victim of the offense and the 

extent and scope of the injury and loss suffered by the victim, including the estimated 

economic impact of the offense on that victim. 

(2) Persons permitted to submit victim impact statements shall include - 

(A) producers and sellers of legitimate works affected by conduct involved in the 

offense; 

(B) holders of intellectual property rights in such works; and 

(C) the legal representatives of such producers, sellers, and holders. 

(f) As used in this section - 

(1) the terms "phonorecord" and "copies" have, respectively, the meanings set forth in 

section 101 (relating to definitions) of title 17; 

(2) the terms "reproduction" and "distribution" refer to the exclusive rights of a 

copyright owner under clauses (1) and (3) respectively of section 106 (relating to 

exclusive rights in copyrighted works), as limited by sections 107 through 122, of 

title 17; 

(3) the term "financial gain" has the meaning given the term in section 101 of title 17; 

and 

(4) the term "work being prepared for commercial distribution" has the meaning given 

the term in section 506(a) of title 17. 
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(Smith, and Hogan, 1995, p.220)

41

(http://www.lawjo.net/vb/showthread.php?17807). 

 

                                                 
(41) Article 441/1 Of  (CPF) 

Constitue un faux toute altération frauduleuse de la vérité, de nature à causer un 

préjudice et accomplie par quelque moyen que ce soit, dans un écrit ou tout autre 

support d'expression de la pensée qui a pour objet ou qui peut avoir pour effet d'établir 

la preuve d'un droit ou d'un fait ayant des conséquences juridiques.  

Le faux et l'usage de faux sont punis de trois ans d'emprisonnement et de 45000 euros 

d'amende.  
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43

44

                                                 
(42)Article 441/2 Ofa  (FCP) 

Le faux commis dans un document délivré par une administration publique aux fins de 

constater un droit, une identité ou une qualité ou d'accorder une autorisation est puni de 

cinq ans d'emprisonnement et de 75000 euros d'amende.  

L'usage du faux mentionné à l'alinéa précédent est puni des mêmes peines.  

Les peines sont portées à sept ans d'emprisonnement et à 100000 euros d'amende 

lorsque le faux ou l'usage de faux est commis :  

1° Soit par une personne dépositaire de l'autorité publique ou chargée d'une mission de 

service public agissant dans l'exercice de ses fonctions ;  

2° Soit de manière habituelle ;  

3° Soit dans le dessein de faciliter la commission d'un crime ou de procurer l'impunité à 

son auteur.  

 
(43)  Article 441/3 Of (FCP) 

 

La détention frauduleuse de l'un des faux documents définis à l'article 441-2 est punie de 

deux ans d'emprisonnement et de 30000 euros d'amende.  

La peine est portée à cinq ans d'emprisonnement et à 75000 euros d'amende en cas de 

détention frauduleuse de plusieurs faux documents 

 

 
(44) Article 441/9 Of (FCP) 
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45 

/

 

                                                 

La tentative des délits prévus aux articles 441-1, 441-2 et 441-4 à 441-8 est punie des 

mêmes peines. 

 

 

 

 
(45) Article 441/10 Of (FCP) 

Les personnes physiques coupables des crimes et délits prévus au présent chapitre 

encourent également les peines suivantes :  

1° L'interdiction des droits civiques, civils et de famille suivant les modalités prévues 

par l'article 131-26 ;  

2° L'interdiction d'exercer une fonction publique ou une activité de nature 

professionnelle ou sociale selon les modalités prévues par l'article 131-27 ;  

3° L'exclusion des marchés publics ; 4° La confiscation de la chose qui a servi ou était 

destinée à commettre l'infraction ou de la chose qui en est le produit, à l'exception des 

objets susceptibles de restitution.  
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(46) Article 441/12 Of (FCP) 

Les personnes morales peuvent être déclarées responsables pénalement, dans les 

conditions prévues par l'article 121-2, des infractions définies au présent chapitre.  

Les peines encourues par les personnes morales sont :  

1° L'amende, suivant les modalités prévues par l'article 131-38 ;  

2° Les peines mentionnées à l'article 131-39.  

L'interdiction mentionnée au 2° de l'article 131-39 porte sur l'activité dans l'exercice ou 

à l'occasion de l'exercice de laquelle l'infraction a été commise.  
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(Web Cracker 4)

(Net Buster)(Netbus Haxport)(Net Bus 1.7)
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ةلجع لوتقةر/ ألاةعا  بنحلا، حكايح  لوجاعلاعة ، حةجح : ححةر لوةشةر، نة  لاححلة  ولالء ركحلاة/ أححر  ( 47)

، 1997، ةلاوةلا 11نبر لوحنتم، لوحنشالاة بحجل  كلة  لوشةة ، لوترر   ضاةاء لورة  خلة ، حقرم/ أشاة  حححر  
 .316، لاحشاة إوةه ورى نفةف ، ي ، 71ص



www.manaraa.com

 

211 

 

CIA

FBI

 



www.manaraa.com

 

212 

 

48

(http//www.atsdp.com)

                                                 
نحفاض  إ  إعةلية  أيناء يحة  لي –حؤوفا لوكحاب لوااحف  خابةلا كاوف  لالواحف  حةة  بةبةعحةه  لاقر أكر  (48)

لوفلعاةةنة  أةلر  أ  ححاا  نلى ك  لوحتللاحا  لوحخةن  ورى لمةر  ن  لوفلعااةةنةة ، ياحفق  حع شةك    
أحةةكة  نلى أ  حبةع بةناحج حتللاحا  ولأةر  حتر ولحجعااع نلى ك  لوحتللاحا  لوحلاجلار  ورةها بعااهلاو  ن  

  (.312-311ى إعةلية ، حشاة إوةه ورى )نفةف ، ي ، لوفلعةةنةة  لالمة  لوحححل  لانقلها إو
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 49

./1030http://www.law.cornell.edu/uscode/text/18(. 

 

                                                 
(49)Article 1030/A/1,2 of CFAA 1994. 

 (a) Whoever—  

(1) having knowingly accessed a computer without authorization or exceeding 

authorized access, and by means of such conduct having obtained information that has 

been determined by the United States Government pursuant to an Executive order or 

statute to require protection against unauthorized disclosure for reasons of national 

defense or foreign relations, or any restricted data, as defined in paragraph y. of section 

11 of the Atomic Energy Act of 1954, with reason to believe that such information so 

obtained could be used to the injury of the United States, or to the advantage of any 

foreign nation willfully communicates, delivers, transmits, or causes to be 

communicated, delivered, or transmitted, or attempts to communicate, deliver, transmit 

or cause to be communicated, delivered, or transmitted the same to any person not 

entitled to receive it, or willfully retains the same and fails to deliver it to the officer or 

employee of the United States entitled to receive it;  

(2) intentionally accesses a computer without authorization or exceeds authorized 

access, and thereby obtains—  

(A) information contained in a financial record of a financial institution, or of a card 

issuer as defined in section 1602 (n)  [1] of title 15, or contained in a file of a consumer 

reporting agency on a consumer, as such terms are defined in the Fair Credit Reporting 

Act (15 U.S.C. 1681 et seq.);  

(B) information from any department or agency of the United States; or  

(C) information from any protected computer;  

   

http://www.law.cornell.edu/uscode/text/18
http://www.law.cornell.edu/uscode/text/15/1602
http://www.law.cornell.edu/uscode/text/15/usc_sec_15_00001602----000-#n
http://www.law.cornell.edu/uscode/text/18/1030#FN-1
http://www.law.cornell.edu/uscode/text/15
http://www.law.cornell.edu/uscode/text/15
http://www.law.cornell.edu/uscode/text/15/1681
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(50) Article 1030/C/1/B of CFAA of 1994 

(B) a fine under this title or imprisonment for not more than twenty years, or both, in the 

case of an offense under subsection (a)(1) of this section which occurs after a conviction 

for another offense under this section, or an attempt to commit an offense punishable 

under this subparagraph;  

 
(51) Article 413/9 Of (FCP)  

http://www.law.cornell.edu/uscode/text/18
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Présentent un caractère de secret de la défense nationale au sens de la présente section 

les renseignements, procédés, objets, documents, données informatisées ou fichiers 

intéressant la défense nationale qui ont fait l'objet de mesures de protection destinées à 

restreindre leur diffusion.  

Peuvent faire l'objet de telles mesures les renseignements, procédés, objets, documents, 

données informatisées ou fichiers dont la divulgation est de nature à nuire à la défense 

nationale ou pourrait conduire à la découverte d'un secret de la défense nationale.  

Les niveaux de classification des renseignements, procédés, objets, documents, données 

informatisées ou fichiers présentant un caractère de secret de la défense nationale et les 

autorités chargées de définir les modalités selon lesquelles est organisée leur protection 

sont déterminés par décret en Conseil d'Etat.  

 
(52) Article 413/10 Of (FCP) 

 Est puni de sept ans d'emprisonnement et de 100000 euros d'amende le fait, par toute 

personne dépositaire, soit par état ou profession, soit en raison d'une fonction ou d'une 

mission temporaire ou permanente, d'un renseignement, procédé, objet, document, 

donnée informatisée ou fichier qui a un caractère de secret de la défense nationale, soit 

de le détruire, détourner, soustraire ou de le reproduire, soit de le porter à la 

connaissance du public ou d'une personne non qualifiée.  

Est puni des mêmes peines le fait, par la personne dépositaire, d'avoir laissé détruire, 

détourner, soustraire, reproduire ou divulguer le renseignement, procédé, objet, 

document, donnée informatisée ou fichier visé à l'alinéa précédent.  

Lorsque la personne dépositaire a agi par imprudence ou négligence, l'infraction est 

punie de trois ans d'emprisonnement et de 45000 euros d'amende.  

 
(53) Article 413/12 Of (FCP) 
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La tentative des délits prévus au premier alinéa de l'article 413-10 et à l'article 413-11 

est punie des mêmes peines.  
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 (.263، 2113حشاة إوةه ورى )لوشاذو ، لانفةف ،  Martinحتةة  لوفقةه لوفةنع   (54)
 (.11، 1994حشاة إوةه ورى )قاةر،  "Nerson"حتةة  لوفقةه لوفةنع   (55)
 (.165، 2118حشاة إوةه ورى )لوحلاحن ،  (Allen Westin)حتةة  لوفقةه لمحةةك   (56)
 (265، 2113حشاة إوةه ورى )لوشاذو  لانفةف ،  (Cooley)حتةة  لوفقةه لمحةةك   (57)
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 (.12، 1994لاحشاة إوةه ورى )قاةر،  (Malherbe)هذل حا ذهب إوةه لوفقةه لوفةنع   (58)
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لالوخاص باوحتاوج  لكوكحةلانة   1978وقانلا  لوفةنعا  لوااارة ي  ةناةة عن    نص لوحار  لوخاحعا  ح  ل  (59)

 .51، 2111لالوحةةا  لالوحشاة إوةه ورى حعبلا، 



www.manaraa.com

 

218 

 

 

 

 

 

 



www.manaraa.com

 

219 

 

CIA

 

 



www.manaraa.com

 

221 

 

 

 

 



www.manaraa.com

 

221 

 

 



www.manaraa.com

 

222 

 

 

60

 

                                                 
لنحبة  لوححاكم لموحانة  أ  ذوك ةشااك  لنحرلءع نلى لوحةا  لوخاااا  ولأيةلر لالنحهاكاً وعااةة  لوبةانا    (60)

ةبة  لوح  لاضت  حشةةتاً خاااً وححاة  لوبةانا  لوشخاة  ضر لالوحتللاحا  لوشخاة ، لاحتر أوحانةا ح  لورلا  لوغ
)حشاة  1977إعااء  لعحخرلحها ننر حتاوجحها إوكحةلانةاً، لاعح  لوقانلا  لوفةرةلو  ح  أج  ححاة  لوبةانا  وعن   

 (.53، 1994إوةه ورى قاةر، 
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61

                                                 
(61) Article 226/25 Of (FCP) 

Le fait de procéder à l'examen des caractéristiques génétiques d'une personne à des fins 

autres que médicales ou de recherche scientifique, ou à des fins médicales ou de recherche 

scientifique, sans avoir recueilli préalablement son consentement dans les conditions 

prévues par l'article 16-10 du code civil, est puni d'un an d'emprisonnement et de 15 000 

Euros d'amende. 
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3,4,5,7,8,92,64

                                                 

 
(62) Article 226/26 Of (FCP) 

Le fait de détourner de leurs finalités médicales ou de recherche scientifique les 

informations recueillies sur une personne au moyen de l'examen de ses caractéristiques 

génétiques est puni d'un an d'emprisonnement et de 15000 euros d'amende. 

 
(63)Article 226/28 Of (FCP) 

Le fait de rechercher l'identification par ses empreintes génétiques d'une personne, 

lorsqu'il ne s'agit pas d'un militaire décédé à l'occasion d'une opération conduite par les 

forces armées ou les formations rattachées, à des fins qui ne seraient ni médicales ni 

scientifiques ou en dehors d'une mesure d'enquête ou d'instruction diligentée lors d'une 

procédure judiciaire est puni d'un an d'emprisonnement ou de 1 500 Euros d'amende.  

Est puni des mêmes peines le fait de divulguer des informations relatives à 

l'identification d'une personne par ses empreintes génétiques ou de procéder à 

l'identification d'une personne par ses empreintes génétiques sans être titulaire de 

l'agrément prévu à l'article L. 1131-3 du code de la santé publique.  

 
(64) Article 226/30 Of (FCP) 
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Les personnes morales peuvent être déclarées responsables pénalement, dans les 

conditions prévues par l'article 121-2, des infractions définies à la présente section.  

Les peines encourues par les personnes morales sont :  

1° L'amende, suivant les modalités prévues par l'article 131-38 ;  

2° Les peines mentionnées aux 2°, 3°, 4°, 5°, 7°, 8° et 9° de l'article 131-39.  

L'interdiction mentionnée au 2° de l'article 131-39 porte sur l'activité dans l'exercice ou 

à l'occasion de l'exercice de laquelle l'infraction a été commise.  
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(65) Article 552/B of The Privacy Act of 1977 

b) Conditions of disclosure 

No agency shall disclose any record which is contained in a system of records 

by any means of communication to any person, or to another agency, except  

 

 

pursuant to a written request by, or with the prior written consent of, the 

individual to whom the record pertains, unless disclosure of the record would 

be--  

(1) to those officers and employees of the agency which maintains the 

record who have a need for the record in the performance of their duties;  

(2) required under section 552 of this title;  

(3) for a routine use as defined in subsection (a)(7) of this section and 

described under subsection (e)(4)(D) of this section; 
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(4) to the Bureau of the Census for purposes of planning or carrying out 

a census or survey or related activity pursuant to the provisions of Title 

13;  

(5) to a recipient who has provided the agency with advance adequate 

written assurance that the record will be used solely as a statistical 

research or reporting record, and the record is to be transferred in a form 

that is not individually identifiable;  

(6) to the National Archives and Records Administration as a record 

which has sufficient historical or other value to warrant its continued 

preservation by the United States Government, or for evaluation by the 

Archivist of the United States or the designee of the Archivist to 

determine whether the record has such value;  

(7) to another agency or to an instrumentality of any governmental 

jurisdiction within or under the control of the United States for a civil or 

criminal law enforcement activity if the activity is authorized by law, and 

if the head of the agency or instrumentality has made a written request to 

the agency which maintains the record specifying the particular portion 

desired and the law enforcement activity for which the record is sought;  

(8) to a person pursuant to a showing of compelling circumstances 

affecting the health or safety of an individual if upon such disclosure 

notification is transmitted to the last known address of such individual;  

(9) to either House of Congress, or, to the extent of matter within its 

jurisdiction, any committee or subcommittee thereof, any joint 

committee of Congress or subcommittee of any such joint committee;  

(10) to the Comptroller General, or any of his authorized representatives, 

in the course of the performance of the duties of the General Accounting 

Office;  

 

 

(11) pursuant to the order of a court of competent jurisdiction; or 

(12) to a consumer reporting agency in accordance with section 3711(e) 

of Title 31 
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B67.

(Rosenoer, 1999, p.170)

B ,A

                                                 
(66)Article 2511/1 of (ECPA) of 1986 

Sec.  2511.  Interception  and  disclosure  of  wire,  oral,   or 

electronic communications prohibited 

 

    (1) Except as otherwise specifically provided in this chapter 

any person who - 

 

     (a)  intentionally intercepts, endeavors  to  intercept,  or 

procures  any other person to intercept or endeavor to intercept, 

any wire, oral, or electronic communication; 

 

           (b)  intentionally uses, endeavors to use, or procures 

any  other  person  to  use or endeavor to  use  any  electronic, 

mechanical,  or other device to intercept any oral  communication 

when - 

 
(67)Article 2511/4 of (ECPA) of 1986 

(4)(a) Except as provided in paragraph (b) of this subsection 

or  in  subsection (5), whoever violates subsection (1)  of  this 

section  shall be fined under this title or imprisoned  not  more 

than five years, or both. 
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(68) Article 2702/A,B of (ECPA) of 1986 

(a) Prohibitions.--Except as provided in subsection (b)--  

   

(1) a person or entity providing an electronic communication service to the public shall 

not knowingly divulge to any person or entity the contents of a communication while in 

electronic storage by that service;  and 

   

(2) a person or entity providing remote computing service to the public shall not 

knowingly divulge to any person or entity the contents of any communication which is 

carried or maintained on that service--  

(A) on behalf of, and received by means of electronic transmission from (or created by 

means of computer processing of communications received by means  of electronic 

transmission from), a subscriber or customer of such service;  and  

(B) solely for the purpose of providing storage or computer processing services to such 

subscriber or customer, if the provider is not authorized to access the contents of any 

such communications for purposes of providing any services other than storage or 

computer processing. 

(b) Exceptions.--A person or entity may divulge the contents of a communication–  

   

(1) to an addressee or intended recipient of such communication or an agent of such 

addressee or intended recipient; 

   

(2) as otherwise authorized in section 2517, 2511(2)(a), or 2703 of this title; 

(3) with the lawful consent of the originator or an addressee or intended recipient of 

such communication, or the subscriber in the case of remote computing service; 

   

(4) to a person employed or authorized or whose facilities are used to forward such 

communication to its destination; 

   

(5) as may be necessarily incident to the rendition of the service or to the protection of 

the rights or property of the provider of that service;  or 
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(6) to a law enforcement agency--  
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(69) Article 226/15 Of (FCP) 

Le fait, commis de mauvaise foi, d'ouvrir, de supprimer, de retarder ou de détourner des 

correspondances arrivées ou non à destination et adressées à des tiers, ou d'en prendre 
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frauduleusement connaissance, est puni d'un an d'emprisonnement et de 45000 euros 

d'amende.  

Est puni des mêmes peines le fait, commis de mauvaise foi, d'intercepter, de détourner, 

d'utiliser ou de divulguer des correspondances émises, transmises ou reçues par la voie 

des télécommunications ou de procéder à l'installation d'appareils conçus pour réaliser 

de telles interceptions.  

 

 
(70) Article 226/16 Of (FCP) 

Le fait, y compris par négligence, de procéder ou de faire procéder à des traitements de 

données à caractère personnel sans qu'aient été respectées les formalités préalables à 

leur mise en oeuvre prévues par la loi est puni de cinq ans d'emprisonnement et de 300 

000 Euros d'amende.  

Est puni des mêmes peines le fait, y compris par négligence, de procéder ou de faire 

procéder à un traitement qui a fait l'objet de l'une des mesures prévues au 2° du I de 

l'article 45 de la loi n° 78-17 du 6 janvier 1978 relative à l'informatique, aux fichiers et 

aux libertés.  
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(71) Article 226/18 Of (FCP) 

Le fait de collecter des données à caractère personnel par un moyen frauduleux, déloyal 

ou illicite est puni de cinq ans d'emprisonnement et de 300 000 Euros d'amende. 

 
(72) Article 226/19 Of (FCP) 

Le fait, hors les cas prévus par la loi, de mettre ou de conserver en mémoire 

informatisée, sans le consentement exprès de l'intéressé, des données à caractère 

personnel qui, directement ou indirectement, font apparaître les origines raciales ou 

ethniques, les opinions politiques, philosophiques ou religieuses, ou les appartenances 

syndicales des personnes, ou qui sont relatives à la santé ou à l'orientation sexuelle de 

celles-ci, est puni de cinq ans d'emprisonnement et de 300 000 Euros d'amende.  

Est puni des mêmes peines le fait, hors les cas prévus par la loi, de mettre ou de 

conserver en mémoire informatisée des données à caractère personnel concernant des 

infractions, des condamnations ou des mesures de sûreté. 
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(73) Article 226/20 Of (FCP) 

 Le fait de conserver des données à caractère personnel au-delà de la durée prévue par la 

loi ou le règlement, par la demande d'autorisation ou d'avis, ou par la déclaration 

préalable adressée à la Commission nationale de l'informatique et des libertés, est puni 

de cinq ans d'emprisonnement et de 300 000 Euros d'amende, sauf si cette conservation 

est effectuée à des fins historiques, statistiques ou scientifiques dans les conditions 

prévues par la loi.  

Est puni des mêmes peines le fait, hors les cas prévus par la loi, de traiter à des fins 

autres qu'historiques, statistiques ou scientifiques des données à caractère personnel 

conservées au-delà de la durée mentionnée au premier alinéa.  

 
(74) Article 226/21 Of (FCP) 

Le fait, par toute personne détentrice de données à caractère personnel à l'occasion de 

leur enregistrement, de leur classement, de leur transmission ou de toute autre forme de 

traitement, de détourner ces informations de leur finalité telle que définie par la 

disposition législative, l'acte réglementaire ou la décision de la Commission nationale 

de l'informatique et des libertés autorisant le traitement automatisé, ou par les 

déclarations préalables à la mise en oeuvre de ce traitement, est puni de cinq ans 

d'emprisonnement et de 300 000 Euros d'amende. 
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(75) Article 226/22 Of (FCP) 

Le fait, par toute personne qui a recueilli, à l'occasion de leur enregistrement, de leur 

classement, de leur transmission ou d'une autre forme de traitement, des données à 

caractère personnel dont la divulgation aurait pour effet de porter atteinte à la 

considération de l'intéressé ou à l'intimité de sa vie privée, de porter, sans autorisation 

de l'intéressé, ces données à la connaissance d'un tiers qui n'a pas qualité pour les 

recevoir est puni de cinq ans d'emprisonnement et de 300 000 Euros d'amende.  

La divulgation prévue à l'alinéa précédent est punie de trois ans d'emprisonnement et de 

100 000 Euros d'amende lorsqu'elle a été commise par imprudence ou négligence.  

Dans les cas prévus aux deux alinéas précédents, la poursuite ne peut être exercée que 

sur plainte de la victime, de son représentant légal ou de ses ayants droit.  
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(76) Article 226/24 Of (FCP) 

Les personnes morales peuvent être déclarées responsables pénalement, dans les 

conditions prévues par l'article 121-2, des infractions définies à la présente section.  

Les peines encourues par les personnes morales sont :  

1° L'amende, suivant les modalités prévues par l'article 131-38 ;  

2° Les peines mentionnées aux 2°, 3°, 4°, 5°, 7°, 8° et 9° de l'article 131-39.  

L'interdiction mentionnée au 2° de l'article 131-39 porte sur l'activité dans l'exercice ou 

à l'occasion de l'exercice de laquelle l'infraction a été commise.  
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(77) Article 323/6 Of (FCP) 

Les personnes morales peuvent être déclarées responsables pénalement, dans les 

conditions prévues par l'article 121-2, des infractions définies au présent chapitre.  

Les peines encourues par les personnes morales sont :  

1° L'amende, suivant les modalités prévues par l'article 131-38 ;  

2° Les peines mentionnées à l'article 131-39.  

L'interdiction mentionnée au 2° de l'article 131-39 porte sur l'activité dans l'exercice ou 

à l'occasion de l'exercice de laquelle l'infraction a été commise.  
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